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Enterprises have become increasingly data-driven and that data is 
being generated outside of the traditional data center, at the edge. 
In recent years, edge computing has played a prominent role in IoT 
deployments with its ability to mitigate latency associated with the cloud, 
ensure the latest developments are available to enterprises and capture 
data in real-time. Now as organizations continue to add more critical 
applications at the edge, they must be able to match the resilience, 
scalability and high-availability found in the data center. This white paper 
discusses the proper solutions to deploy at the edge to ensure network 
resilience needs are met.

WHITE PAPER

Looking To The Edge
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DIFFERENTIATING THE EDGE

Edge computing is more than just a buzz word, it has 
become an integral component in network infrastructure. 
According to a Data Center Industry study, edge solutions 
are reported as being one of the top areas of concentration 
for data center end users, with 44% of organizations having 
already deployed some type of edge computing capacity in 
the past 12 months.1

Edge computing is a distributed, open IT architecture 
that features decentralized processing power. Instead of 
transferring data to a data center, IoT (Internet of Things) 
devices transfer it to a local connection point. The data is 
processed by a local computer or server at this edge  
location. The advantages of this model are that since the 
edge is located closer to the user, it reduces bandwidth  
usage and minimizes latency by enabling real-time  
processing for large amounts of data.

The network edge is where the device or local network 
containing the device, communicates with the internet. At 
these edge networks, the most commonly found devices 
and facilities are switches, compute devices and a variety 
of WAN devices. Unlike origin or cloud servers which are 
usually located far from the devices that are  
communicating with them, the edge is located close to the  
device for optimal processing power.

The traditional data center has been a mainstay of  
computing and connectivity networks for decades with 
most processing transactions being carried out in a  
centralized core. Although core networks are essentially the 
backbone of a network, mobility, technological  
advancements and user demands have increased the need 
to add edge elements to the core. Gradual but growing 
adoption of new generation data-rich applications and IoT 
technologies have increased the demand for deployment of 
IT infrastructure closer to the end user. To ensure reliability 
at the edge, organizations must invest in solutions that 
allow them to remotely manage their hardware through 
a secure backup network, like cellular. Having a separate 
management plane solution in place creates a more  
resilient network by providing a secure safety net. 

WHEN JUST THE CLOUD ISN’T ENOUGH

Intel predicts that there will be more than 200 billion 
connected devices by 2020.2 Fundamentally transforming 
the way that organizations within each industry conduct 
business and strategize networks, enterprises are investing 
in this technology for a multitude of reasons. 

For more than a decade, the standard IT delivery platform 
has been considered centralized cloud computing.  
Although cloud computing helps to achieve mass  
centralization, data processing and increased storage 
efficiency, new applications are demanding an architecture 
that is built to support a distributed infrastructure. From 
connected manufacturing machines to in-store analysis 
applications, these devices drive positive change by 
lowering waste, increasing efficiency and more. However, 
as more connected devices are added, the need for an edge 
network is increased.

Although more than 83% of enterprise workloads are  
handled in the cloud, when it comes to IoT there are  
significant drawbacks to using traditional cloud  
computing2. These are:

• Data security threats: The constant transmittal of data 
back and forth between the cloud and devices  
increases the risk of privacy violations

• Performance issues: Processing speed applications 
that are based in the cloud depends on the distance 
between the devices and the server location which can 
create challenges with latency

• Operational costs: As more data is produced and 
shared, costs can be increased.

For IoT there 
are significant 
drawbacks to 

using traditional
cloud computing
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KEY BENEFITS

There are a variety of benefits to edge computing, these include:
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Speed: The longer that it takes to process data, the less 
relevant it is. Edge computing reduces the overall traffic 
loads of an enterprise which improves the performance 
of applications and services. Take autonomous vehicles 
which need to make split-second decisions for example. 
These vehicles need instant data. A typical data center 
arrangement would have too much latency for this. Edge 
computing provides more throughput capability by storing 
and processing data closer to where it’s used and the  
network load is minimized in areas where network  
connectivity is low.

Security: Organizations are connecting more IoT devices to 
the network and as this occurs the chance of an attack on 
the network increases. Cloud computing is centralized so it 
is more susceptible to DDoS attacks and outages. Edge  
computing distributes processing across devices and  
localized compute which makes it challenging for one  
disruption to take down the network. It can also filter  
sensitive information, transferring only non-sensitive data 
for further processing to adhere to strict security and  
compliance. Fewer data are available to be intercepted 
during transfer, making it easier to implement security 
protocols.

Cost: Edge computing allows data to be filtered at the 
source instead of having to send it to a central data center. 
Enabling data computations to occur locally, organizations 
are able to decide which services to run locally and which 
to send to the cloud which reduces costs of an overall IoT 
solution. Retaining data within edge locations reduces the 
need for costly bandwidth needed to connect each  
location. It optimizes the flow of data to maximize  
operating costs. 

Scalability: Edge computing allows organizations to  
expand their needed capacity through a combination of IoT 
devices and edge data centers. The use of  
processing-capable edge computing devices eases growth 
costs because each newly added device imposes a less 
substantial bandwidth demand on the core network.



USA: +1 888 346 6853   |   APAC: +61 7 3871 1800   |   UK: +44 20 8133 4255   |   sales@opengear.com   |   www.opengear.com

INDUSTRY WIDE APPLICATIONS

Edge computing processes data locally  which brings 
many benefits to a wide variety of industries. 

Finance: Financial institutions are adopting edge  
computing to better process data that is collected through 
applications, ATMs and kiosks. 

Healthcare: Edge computing allows healthcare  
organizations to access critical patient information in  
real-time rather than through an incomplete and slow  
database.

Retail: In retail, edge computing helps to improve cus-
tomer experiences, increase operational efficiency and 
strengthen security measures.

ADDRESSING AREAS OF WEAKNESS

Although these IoT devices enable organizations to 
bypass limitations imposed by traditional cloud-based 
networks, it does create the need to analyze their current 
approach to IT infrastructure. As consumers continue 
to demand faster, more efficient services and more IoT 
devices are added, a greater strain is put on the network 
increasing the likelihood of an outage. In the event of a 
disruption, organizations need an alternate path to the 
network.

Out-of-Band management is separate to the production 
network, so in the event of a disruption engineers are 
able to monitor, access and manage all devices. Edge 
locations typically lack experienced IT staff, so it gives 
the ability to remediate issues remotely, without sending a 
tech to site. 

ADDING INTELLIGENCE AT THE EDGE

Smart Out-of-Band provides an alternative path to devic-
es located at remote sites when the primary network is 
down, providing access to edge infrastructure to ensure 
business continuity. The separate management plane 
solution allows organizations to securely monitor and 
access all devices without impacting normal operations. 

In addition to providing access when an issue arises, it 
also enables organizations to improve day to day  

 

 
operations. Proactive monitoring enables staff to  
preemptively recognize and remediate issues to reduce 
truck rolls.

Designed to provide the needed resilience at the edge, 
Smart Out-of-Band is scalable, providing the ability to  
manage infrastructure at distributed sites.  
Troubleshooting and remediation at the network’s edge 
allows organizations to detect faults before they  
become failures which minimizes downtime and  
operating costs.

Smart Out-of-Band allows organizations to:

• Detect and remediate issues automatically

• Operate independently from an in-band network

• Send automated alerts via email or SMS to notify of 
network issues

• Find inconsistencies with temperature and network 
availability

This resilient backup connectivity allows enterprises to  
reduce the time-consuming nature of dispatching  
engineers to data center sites to make configuration 
changes and trouble shoot issues for business continuity.

SD-WAN DEPLOYMENTS AT THE EDGE

The deployment of SD-WAN in branch offices has grown to 
ensure connectivity. Lowering costs by replacing traditional 
access routers, SD-WAN adopts network control from the 
cloud and through commodity internet connections.  
Subsequently, it also adds complexity to the branch office 
environment. These advanced routers can introduce points 
of failure. Regular firmware updates can leave  
organizations vulnerable to potential downtime with each

“Reviving a downed mini data center at the 
edge will require an expensive truck roll with 
expertise that costs more than a comparable 
truck roll for an enterprise branch or a resi-
dential site. There’s a value in creating reli-
able out-of-band or rescue platform as part 
of edge computing roll outs.”  
Roy Chua, Avid Think 
Fierce Telecom
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deployment. Visibility blind spots can decrease the  
effectiveness of these deployments, creating security  
challenges. 

For example, using traditional network management tools, 
it is difficult for engineers to find unauthorized IoT devices. 
Due to this, it is difficult to monitor or troubleshoot sites 
and underlay networks because it doesn’t provide the  
visibility that organizations need to ensure these IT  
applications work as required.

Although SD-WAN brings with it a new flexibility for edge 
computing, there is also a need for engineers to remotely 
manage on-site devices. A single event can cause failures 
in multiple circuits. 

Smart Out-of-Band and Failover to Cellular™ ensures that 
SD-WAN continues to operate when all other circuits are 
unavailable, providing the always-on access needed at the 
edge.

CONCLUSION

Edge computing is poised to remake the data center  
landscape and is influencing network strategies. The 
concepts around the edge are not necessarily new but are 
increasingly relevant as IoT connected systems continue to 
scale. Organizations are realizing that relying on centralized 
data centers for the large amounts of sensor and endpoint 
data that is being collected isn’t realistic or cost effective.

As cloud service offerings increase, content streaming 
grows and more IoT is integrated, organizations are  
challenged with diversifying their network initiatives. The 
more applications and devices that are put onto an edge 
network, the greater the strain. As operations move their 
compute load from large data centers to edge locations, 
organizations must adjust their network management  
processes to continue delivering the always-on uptime that 
customers expect. To do this, they must use hybrid  
solutions that leverage internet and cloud-based  
connectivity, as well as physical infrastructure.  
Smart Out-of-Band ensures that organizations have  
always-on network access to deliver the network resilience 
needed to edge computing.

EXTENDING YOUR REACH: SMART OUT-OF-
BAND AND FAILOVER TO CELLULAR

Smart OOB™ is able to manage infrastructure at the 
edge, detecting faults before they become failures. Au-
tomation combined with advanced troubleshooting and 
remediation at the network’s edge allows organizations 
to reduce operating costs and minimize downtime 
using distributed, remote console servers.

Failover to Cellular™ (F2C) provides continued internet 
connectivity for remote LANs and equipment over high-
speed 4G LTE or 3G networks when the primary link is 
unavailable. Ensuring speed to keep the network run-
ning smoothly and link diversity for true WAN resilience, 
Failover to Cellular is built on robust IP Passthrough 
technology. This allows for easy integration into exist-
ing installs or can be rapidly deployed for instant-on 
connectivity for remote networks and branch locations.

1. https://datacenterfrontier.com/edge-computing-data-centers
2. https://www.intel.com/content/dam/www/public/us/en/images/iot/guide-to-iot-infographic.png


